@ ATHENA FirePAC

PCI Zone Firewall Policy Detail for acmecorp-pix

Completed on Thu Jul 15 11:27:48 CDT 2010

This report provides a detailed list of all policies to and from networks in the PCI Zone to networks in other zones
including external networks. For even greater detail such as the acl, nat, and routing rules that allow a service,
generate a report using the FirePAC query mechanism with the rule trails option selected.

Networks in the PCIl Zone

The following networks are reachable from each network interface in the PCI Zone.

Reachable Networks

PCI Interface

testweb 192.168.50.0/24

(192.168.50.1/255.255.255.0)

Policies from the PCI Zone

This section lists source and destination addresses for all IP services that are allowed from the PCI zone. The list of
allowed services is grouped by each PCI zone source address. Note that the entering interfaces are in the PCI
Zone.

9.255.255.255

Src Address in PCI : Zone : Exiting
rvi Dst Addr
Zone seree siAadiess Interface
192.168.50.0/24 icmp 0.0.0.0 to External : outside

(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)
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Src Address in PCI : Zone : Exitin
Service Dst Address 9
Zone Interface
192.168.50.0/24 icmp 192.168.6.0 to External : outside
192.168.8.255 (62.59.14.189/255.
255.255.224)
tcp/http (80) 0.0.0.0 to External : outside

9.255.255.255

(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

tcp/https (443)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

tcp/smtp (25)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

tcp/ssh (22)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)
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Src Address in PCI . Zone : Exitin
Service Dst Address one i
Zone Interface
192.168.50.0/24 tcp/ssh (22) 11.0.0.0to External : outside

172.15.255.255

(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

udp/dnsix (90)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

udp/domain (53)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)
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Policies to the PCI Zone

This section lists source and destination addresses for all IP services that are allowed to the PCI zone. The list of
allowed services is grouped by PCI zone destination address. Note that the exiting interfaces are in the PCI Zone.

Dst Address in PCI Zone : Entering

Zone

Service

Src Address

Interface

192.168.50.0/24

icmp

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/7618 (7618)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/9895 (9895)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/aimpp-port-req 172.16.0.25 Internal : inside
(2847) (172.16.0.1/255.25
tcp/amt-blc-port 5.0.0)

(2848)

tep/cbt (7777) 10.0.0.0/8 Internal : inside

(172.16.0.1/255.25
5.0.0)

172.17.0.0/16

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tep/ftp (21)
tcp/ssh (22)
tcp/telnet (23)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)
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Dst Address in PCI
Zone

Service

Src Address

Zone : Entering

Interface

192.168.50.0/24

tcp/h323 (1742)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/http (80)
tcp/hosts2-ns (81)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/http-alt (8080)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/https (443)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/netsupport
(5405)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/nntp (119)

10.0.0.0/8

Internal : inside
(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/smtp (25) 172.16.0.19 Internal : inside
(172.16.0.1/255.25
5.0.0)

tcp/vne-server 10.0.0.0/8 Internal : inside

(5900)
tcp/5901 (5901)

(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)
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Dst Address in PCI
Zone

Service

Src Address

Zone : Entering

Interface

192.168.50.0/24

tcp/vne-server

192.168.2.0/23

Internal : inside

(5900) (172.16.0.1/255.25
tcp/5901 (5901) 5.0.0)
udp/any 10.0.0.0/8 Internal : inside

(172.16.0.1/255.25
5.0.0)

172.16.0.0/15

Internal : inside
(172.16.0.1/255.25
5.0.0)

192.168.2.0/23

Internal : inside
(172.16.0.1/255.25
5.0.0)

udp/domain (53)

192.168.1.2

DMZ : maill
(192.168.1.1/255.2
55.255.0)

62.59.14.171

tep/cbt (7777)

69.237.83.3

External : outside
(62.59.14.189/255.
255.255.224)

tcp/http (80)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

tcp/https (443)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)

tcp/ssh (22)

0.0.0.0to
9.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

11.0.0.0to
172.15.255.255

External : outside
(62.59.14.189/255.
255.255.224)
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Dst Address in PCI
Zone

Service

Src Address

Zone : Entering
Interface

62.59.14.171

tcp/ssh (22)

172.18.0.0 to
192.168.0.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.10.0 to
192.168.49.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.51.0 to
255.255.255.255

External : outside
(62.59.14.189/255.
255.255.224)

192.168.6.0 to
192.168.8.255

External : outside
(62.59.14.189/255.
255.255.224)
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